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- Cyberholidays with the Malwares -



We have created these simple icons that will allow you fo easily navigate
through the steps to follow in each of the activities.

With them, even the youngest members of the family will be able to
know what they have to do in an intuitive way.

And now, let's have some cyberfunl
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Draw Write Color Read Print

Paste Measure Fold Build
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Play Imagine Order ~ Remember  Match

Count Search




Do you know who they are?

A family of little monsters that
we should all get to know if we
want to prevent them from doing
their thing and getfting hold of
our personal data or messing up
our computers, phones, or tablets.

They are very naughty and slippery,
and they get smarter all the time,
but if we get to know them well,
we will be dble to put a stop to
their "mischief"



Let's go over the family membersl




He is also known as “the Bandit”
because he is a specidlist in
lying. He loves fo fool with
everyone he gets the chance.
He pretends to be an anfivirus
to make us believe that he is
good but.. Be carefull He is
impersonating the antivirus! So,
what he really wants is to trick
us into thinking that he can
help us, but in fact dll he wants
is to do his naughty things.

Virug

The youngest of the family
and the most well-known of
all. Don't let his size fool
you, ds he can do d lot of
damage, but first he has to
get you fo fouch him.

Trojary

He seems harmless but
you have to keep d very
close eye on him. He loves
to plan surprises, but not
exactly the kind of
surprises we usudlly like.
Together with Adware,
they throw some really
great parties.

Keylogger

He is the brdins of the
group, his great eye sees
everything, but what he
doesn't know is that he
can't meddle in other
people' lives like that. He
wedrs some keys ds d
necklace, he seems to
love them.



Spywaré

Weirm

Adlware

Ramsgmware

He is very quiet and discreet. He
is the most observant of dll. He
cannot speak because he has no

He's a glufton, he can't
help eating everything

He is the most cheerful and
extroverted, he always goes
around jumping and
shouting. He likes fo stand
out and that everyone
listens to him and does what
he says. But he does not
usually have good ideas.

mouth, so he communicates

using d secret language. Even

so, he is d total gossip, and
takes advantage of his

dppedrance dnd quadlities fo spy
on others and find out things
that he is not supposed to know.

This naughty family
member likes to collect

keys and hide things from
others. It is a game tfo him,
but sometimes he goes too
far. If we don't watch out
for him we can lose our
greatest freasures.

that comes his way, from
a lollipop to a computer.
The bad thing is that
once he starts, he can't
stop. He can multiply very
easily. He can eat
everything upl



Can you find these
eight names in the
puzzle?

The monsters have tried to write their names to

introduce themselves but they have made a mess.

AKOBJALMSDDRT
TECOTROJANOG/Z
LYOQEAURSGGDW
ALIORALMUDUKKX
EOLQAODESASLA
AGOIWALMBDAVD
NGWLYAFXDSNIF
OEOHPAL JSWORM
MRANSOMWAREUD  Roge  Adware
QUOQWADWARESUJ Trojan Ransomware
Spyware  Keylogger
Worm Virus
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Now that you have met them dll, let's color them!

Use as many colors as you want!

AN
Q




But how did these monsters meet?
You will find outl Read the story carefully.

It all started with a small virus.

He lived in a laboratory but, tired

of being alone, one day he decided
to go out and look for friends.

He walked around all day but

found no one. When he redlized
he hds walked so much, he was
already so far from home, that
he didn't know how to get back.




Where was he supposed to sleep? It was almost dark, and he
did not know what to do. He find”y found an open computer
and it seemed like a good place to stay.
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At first the virus was harmless, but little by little he became
more and more naughty and played more and more pranks.
So many, that he ended up destroying his own house and had
to look for another one.



After a few broken houses, the virus sfill couldn't find any
friends. But that was normal, who would want to play with

‘)“

One morning, he felt a very loud noise in the computer

someone so hdughty?

where he lived. Oops! It seemed that it was time to find
new home. This computer-hours didn't have much left to
break down. So he grabbed his belongings, but, just
ds he wds dbout to walk out the door, he saw

a head peeking out of the door.




“Hello, is anyone here?” said a worm.

“Yes, but I was just leaving, this house is already broken” answered

Virus.

“And where dre you going fo go?”

“T am going to look for another
house to live in until I break it”

“Well, I can help you if you want.
I love searching for new houses and jumping from one to another!”

“Really? I'd love tol” said the virus.

And from that day on, the virus and the worm became inseparable.



Now you know how Virus and Worm met!
@ A0 Will you be able to answer these questions correctly?

Match the story character with the correct option.

Where did
I first live?

In a
computer

In d .‘

laboratory e



A

ﬂowerpoJr

A home

for me is..

compu’rer



Who is my

new friend?



Now it's your turnl Draw the next “house” that Virus and Worm
moved into. Do it the way you want it to be.
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Complete the sequence of little monsters. Cut them out from
page |0 in the “Cut-outs” section and paste them in their
corresponding places.
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@ Can you spot the 7 differences between these two pictures?
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We already know how Worm and Virus met, but what
about the others? You'll find outl Read the story carefully.

Virus and Worm were inseparable.
They were living so many
adventures fogether! Until one day,
when they were inspecting a
computer, they saw how a USB
flash drive was being plugged in.

It wasn't the first time this had
happened, but what was new is

that someone was coming out of itl



And there it isl A black horse is staring at them in surprise,
just in front of them.

“Hello, who are you?” asked Virus.
“I am the Trojan”

“And how did you appedr here?”

he asked again.

“Well, T don't know, someone must have

.
|/

i- connected me to this computer. This
| % flash drive is my home”




“What a strange housel” said Worm and
Virus at the same time.

“I love itl” answered Trojan.
“\/\/hy do you love it?” asked Worm:.

“Because thanks to it I can travel da lot

and get to know new computers. Every

day is d surprisel”

“Hello” said a voice suddenly.

Worm dnd Virus looked at a door that
had just opened in the computer. They

were amazed|



“Don't worry? said Trojan “It's my friend Keylogger. He often
comes with me. He has a hard time getting into computers,
so I usually help him by opening the doors for him”

“Do you know how to open doors? asked Worm very interested.
“Of course, that's my specialtyl I open doors without making
too much noise so I can do what I want and help other

friends to get into computers” said Trojan.

“Well, if you want, you can join us” said Virus.

And from that day on,
Trojan and Keylogger
joined the Malware family.



The Malware family is growing!
Will you be dable to answer these questions correctly?
Match the main characters of the story with the correct option.

© ¢

Trojan and,
Keylogger )

g

Who did

we meet?

Trojan and

Keylogger . Adware




Where do

we like to live
and travel?

In

connpu+ers

In
plugs

In flash

drives




Travelling

What is my
specialty?

Opening

doors

Inspecting

compu’rers




Can you guess what Virus did when he met Trojan? Connect the dots

and you'll find out! iq 40
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Keylogger was teaching Worm how to write his name, but he made
mess with the keys. Are you dble to put them together to write his

name correctly? Then, with a different color pencil, connect the keys
together to form your own namel




) Complete the sudoku by drawing or
pasting the cards on page | in the Remember that
"Cut-outs" section. pictures cannot be

repeated either, in the
box or in edch vertical
or horizontal line.




The Malware family has been doing their thing and without knowing
how, they have managed fo mix their shadows! Can you match each
monster with its shadow?




The Malware family is getting bigger and bigger.
But they're not all of them yetl Read the story carefully.

Virus loved living on computers. Every

day was an adventure full of surprises.
And this morning was not different.

He was cooking breakfast when, a pink
monster with a megaphone in her hand
appedred right in front of himl

“Heyl What are you doing in my house?
And who dre you?” Virus said a little
angrily.



“Sorry, I didn't know it was busy. I'm
Adware. Mmm..!| Tt smells like toast,
yummyl It's been so long since I've

tasted them.”

Virus felt sorry for her and invited
her over for breakfast.

As they ate their food, Virus wanted
to know how this little monster, who
wds now beginning to seem so

friendly, had appeadred in his house.




Adware told him that she didn't know how to break into
computers. She fried and tfried but never succeeded
Until one day she came across a somewhat unruly
Program that told her that if she would get people's
attention with ads and adverfisements, he would give

her dccess to the computers.

“Is it for that reason that you are
carrying @ megdphone?” Virus asked.

“That's right! This is how I get '
people to hear me and a lot of
them listen to me”



A shadow quickly crossed in front of the two of them

“What was that?” said Virus.
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“Ah, don't worry. I'm sure it wads

>

Spyware” laughed Adware.

<3

“Who?”

“Spywarel He is a friend of mine I met thanks to the Program.
A lot of times he comes in behind me. But he is so quiet and so
discreet that it is as if I were on my own. He won't bother us”

“Are you sure? hissed Virus a little suspicious.



“Yes, yes, in fact, it is a long time since
I met him, and he hds never been d
problem. He's a bit shy and all he does
is eavesdrop and write down in his
notebook as much as he can. I call him

the spy.”

“Well, I hope you're right” accepted
Virus.

“You'll see” soothed Adware.

And that's how Virus met two new
members of the Malware family.



The Malware family is growing
@ Can you answer these questions correctly?

Match the characters of the story with the correct option.

Fried eqqs
What was I Wﬁhgg
Cooking for bacon @ @

breakfast?

Chocolate
with

churros




How do I get
to call attention
to myself?

With a

megaphone

Getting
on TV

With a

banner




What does
my friend
Spyware do?

He

observes

He
eavesdrops




Do you remember that Spyware communicates in a secret language?
Do you want to learn it? Here is the secret code he uses.

ABCDEFGHTIUJKLM
© AFOO0OO©OFQPVI4iNB

NO P QRSTUVWXY /
D>DOOGECI4AERIOD

' 2 345 6 7 8 90



© o @ e et e e
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BOB8AO0ECG VO
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©o V 68
NOEO Q©000



Now it's your turnl Make up your own secret language and use it
to write messages to your family and friends. Remember to use
a different symbol, shape or drawing for each letter or number.

AB CDZEFGHTIUJKILM

NO P QRSTUVWXY/

| 2 345 6 7 8 90



The Malware family is almost complete.
Here come the most recent membersl Read the story carefully.

} = =

Virus kept looking for new computers
to live in with his new family. =1

ooy

In most of them he found a lot of

photos, documents, music, movies, games

and many other things from their owners.

o
2

He didn't pay much attention to adll S

this information, but one day he met

someone who didn't think the same way..



He saw an opened computer and,
inside of it, there was a big orange
monster locking a closet with a key.

“What are you doing? asked Virus.

“Aadahl You scared me to deathl”
exclaimed the poor frightened

monster.

“I'm sorry, I didn't mean to scare
you. Let me introduce myself. I'm
Virus and I was looking for a new

computer when I saw you”




J

“I am Ransomwadre and was saving all the
information I have found in this closet”

“What for?” asked Virus very intrigued

“So that only me can retrieve it and, if its
owner wdnts it, he hds to dsk me for it”

“And what do you get out of it? asked Virus.

“Well, I get its owner to do what I want tin
exchange for recovering their information”

“T+ would never hdve occurred to mel
But that's a bit wicked, isn't it?”




“Well, a little bit yeah. But
I'm not the only monster
that does bad things, am I?
Right at the computer next
to me there is Rogue”

“Who?” Virus said

“Rogue. He redlly is a master
of deception! He pretends
to be no more, no less than
an dantivirus to get what he

wants!”




“And here I was thinking that my family

knew all the tricks to fool computer
owners!” Virus asked thoughtfully.

“Mmmm, and how dbout joining us?
That way if one of us can't get into
computer, another one could help them”

'''''
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“Yeah, that sounds like a great
ideal”

And that's how the whole
Malware family came together.



The Malware family is now completel
Will you be dble to answer these questions correctly?
Match the story's characters with the correct option.

Who dre the

most recent

members fo join
the family?

Ransomware

and Rogue

Rogue and

Adware Ransomware

. :
. ) é/{ and Spyware




What do 1
keep locked

in d closet?

People’s

personadl

informadtion
Stol '"*”fﬁ o,
olen ”:M e
keys ’:f»""'r»"’ S
%

Computer

parts




Who am I

impersonating?

Police
officer

Knight



The Malware family is now complete, draw them all.
Don't forget any member!
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Create your own Malware family so you can play with all the characters. But before you start having fun,
follow these instructions:

| Print pages 2 to 9 in “Cut-outs” section.

=) 2 Cut out the figures following the continuous lines, if you need help, ask an adult.
We recommend that you go monster by monster, so you won't mix up the pieces
(unless you want to do it that way, of course).

@ 3. Once the pieces are cut out, fold them dalong the dotted line.

4. Glue the different tabs fogether to form the bodies.

‘ 5. Stick the arms, legs, eyes.. where they belong, or wherever you want!

ﬁ 6 And finally, have cyberfun! l
I N

Tip: If you want your little monsters fo be more durdble, we recommend that you print them on cardboard or some thick paper.




©0

Each member of the Malware family redlly likes one thing

in particular, can you guide each monster through the maze
to the thing they like the most?




The Malware family has gone fishing for everyone's personal datdl
Hook only to the fishes so they don't get away with it
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% Today we bring you something very special: @ Dominoes of the Malware
familyl Before you start having a great time, follow these instructions:

. Print pages Il to 16 from “Cut-outs” section. If you print them
on cardboard, they will be more resistantl

2. Cut out the cards along following the continuous lines. [3:: ‘?:7] [3:7‘

If you need help, ask an adult to help you.
ﬁ@"f
3. And findlly.. Have cyberfun! )
\___/
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But. how do you play dominoes?

|. Place the dominoes face down on the tdble and shuffle them.

2. Each player takes b dominoes. The youngest player starts. Place a domino

on the table.

3. The next player must place a domino that matches one of the images of
the first domino. If the player does not have one, he/she must pick up
dominos from the ones face down until he/she finds a matching one. When he
places a domino or there are no more tiles to pick up, the player's turn passes.

4. A chain of dominoes will be formed, and you will only be dable to place
dominoes that match with the figures at the ends of the chain.

5. You can also open a new path
by using double dominoces.

0. The first to run out of dominoes winsl

&

L]
*

&




@ There is a missing piece in this family photo. Can you figure
out which is it? Find the missing piece on the next page.




Do you remember that missing piece in the photo from the previous
page? Find it and round it upl

\




The story is not over yetl There is still a very important
part of the story fo discover. Read it carefully.

o6

The Malware family was having a lot

of fun breaking and messing up all the
computers, tablets, and smartphones
they came across. In addition, they had
developed a taste for collecting a lot

of information, and then trying to use it.

What they didn't realize was
the damage they were doing to
the owners of dll those devices.




But what Virus didn’t know, is that ds \

he made his decision to do his thing, /
in the outside world, an Antivirus
came up in d lab. His mission was =~ ===
to look for Virus everywhere fo try

to stop him.

Virus and his family were very

slippery. Antivirus sometimes

managed to stop them, but they
escaped easily over and over again. ~
They dlso used to come up with

something new to continue their

mischief from computer fo computer.



Days went by and Antivirus

was very close fo catching them
severd| times, but in the end,
he couldnt make it

In addition, Malware family
outhumbered him and couldn't
handle them all. Antivirus
needed reinforcements!

“Who could help me? Anfivirus
sdid aloud as he was thinking.




Suddenly, the pilot light in his head lit up:

“Hmmm.. The Kids, of coursel I'm sure they would be excited

dbout joining my team.”
Y

“But first we need a catchy name..” -

_—

sdid Antivirus to himself, as he liked to
talk to himself.

“How dbout Team Malware? Nol
Malware Family Detention Team?
Too long. And what about
Antimalware Patrol? That's it”



He had already chosen the name, now dll that he needed
were some members for his Patrol, and not just any
members, but children who would be dable to help himl

Although before that, he would have to teach them how
to stop these naughty little monsters.

But that's another story.

CYBERSECURITY

CYBERFUN




And what dbout you.P
Do you wdnt to join the Antimalware Patrol?

Fill in the ID card on the next page and you will become
a member of the Patrol that will help Antivirus to stop
the Malware Family.

Always take it with youl You never know when the
Malware Family will attack again.

If you want, and always with an adult's permission, upload
a picture of your ID to social networks with the hashtag
#TheCyberactiveSubstance, so you can check how many

new members dre joining the Antimalware Patroll






@ Fill in, cut, fold, and paste your ID card

Fold along the dashed line and then # =
stick both back sides together.

‘( Cut out
Antimalware Patrol

Paste
your dMe: - & o D e
photo
SUMAME: - - o o e e e .
Birth date: Registration date:

Devices [] ] [] []

I use: Phone  Tablet Laptop Computer

Tip: If you want your ID card tfo last longer, we recommend
that you print it on cardboard or thick paper and/or laminate it.

Welcome to the Antimdlwadre Patroll






Next you will find the solutions
to the activities and dll the
“Cut-outs” section.



Cut-outs
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Cut out these missing Sudoku blocks and glue them in their right place.







Paste one of
the darms here

¢

Vitug

Paste the
eyes here

Fold and
paste here

§

Fold it in half
and paste one
side to the other

[’

Paste one

of the arms
here Stick the tabs
with this same
color

k Then fold to form a
tab and paste it here







Paste the tabs

K_- in this color

Warm

Can you see
this line? Cut

out dlong it \

Can you see
this line? Cut
out along it






QR)OQUG

Fold them in half
and paste one
side to the other

~

N

Fold and
paste
them

Then fold
to form a
tab and
paste them
here

Paste the tabs in
this same color

Paste the

horns
/ here







Paste the tdbs Can you see Fold and Then fold it to
in this same —\/ this line? Cut paste in form da tdb and
color /R, AT out along it here stick in here

4

Fold it in half and
paste one side to

the other

~<
~<

\

Y

~~o
~~o
~~.

Paste the Paste the
horsehair here tail here

Paste the
blanket here

1
1
1
1
|
1
1
|
1
1
|
1
1
1
1
1
1
1
1

~~o
~
~~.
~
~
~~
~~_
~~_
~
~~_
~~
~~o
~

~
~~o
s~
S~
~
S~
~s.
S~

Can you see  _, (A [ iR
this line? Cut = N e
out dlong it |

Fold it in half
and paste one
side to the other

Can you see
this line?
Cut out
along it

~~o
~~o
-~
-~
-~
-~
-~

Then fold to form
d tab and paste it
here







Paste the tdbs
in this same

Ramsgmware >

Fold them in half
and paste one
side to the other

Then fold to form
a fab and paste
in here

{

&

Fold Paste the

forward darms here

here

= O







Glue the tabs in 7

Aﬂ Wd r% g’rhis same color Fold and

paste
here

Fold and 7 Y/

paste
here






Fold it in half and
paste one side to the
other and then form

Paste the tabs in the tab
the same color K S
’t, Fold them and >

( paste them here

Glue the
hair here







Paste the tdbs in
KeYIwgger the same color

Fold then in half
and glue one
side to the other

Paste
the arms
here \)

Then fold it to
form d tab and
glue them here







Cut out the cards to complete the series on the previous page,
but be careful, there are too many!





































,\-— Stars work as wild cards! Use them as if they were any monster.













Word sedrch

AKOBJALMSDDRT
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Maze

There could be more than one right pathl



Keylogger's keys

Dot to dot
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See you soon!









